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Introduction

Here are some current problems envisioned and questions asked 
in connection with assuring aerospace EOPDs reliability: 

• EOPD products, which passed the existing qualification tests 
(QT), often exhibit nevertheless premature operational failures. 
Are the existing QT standards, methodologies, procedures and 
practices adequate [1]? 
• If  they are not, what could and should be done differently in the 
next generation of  QT [2]?
• While the failure of  a commercial electronic product is usually 
not viewed as a catastrophe, as long as the percentage of  failed de-
vices is low and the product is still sellable, in aerospace EOPDs 
the consequences of  device failure might be dramatic, sometime 
even more severe than in some other areas of  EOPD engineering, 

such as military, long-haul communications, medical, etc. Should 
the likelihood of  failure of  the EOPDs, whose operational reli-
ability is critical, be necessarily quantified to be assured [3-5]?
• And because nothing is perfect, and the difference between a 
highly reliable and insufficiently reliable EOPDs is “merely” in 
the level of  the never-zero probability of  failure, what probabil-
istic means should be employed to quantify and assure EOPDs 
reliability [6-11]?
• Every five-seven years or so a new generation of  EOPDs is be-
ing developed. Old EOPDs products become obsolete, although 
they are still physically reliable. Should aerospace EOPDs manu-
facturers, after the acceptable probability of  the never-zero likeli-
hood of  failure is established and agreed upon, consider, at the 
design and production stages, relatively short, but realistic and 
predictable, lifetimes of  their products [12]? As a friend of  mine 
has put it, “I do not need an expensive everlasting pen, because I 
do not intend to live forever”. 
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• The reliability of  an EOPDs product should be different for 
different products and applications [13]. Should this circumstance 
be considered when planning and evaluating the product’s lifetime 
and the adequate probability of  failure? 
• How to establish the appropriate list of  the crucial (AT)s, the 
physically meaningful and particular-application oriented stress-
ors (stimuli), and, having in mind that the principle of  superposi-
tion is not applicable in reliability engineering, their relevant com-
binations [14]? 
• And should these combinations necessarily reflect those that the 
device will encounter in actual operation [15, 16]? 
• There is currently a lot of  criticism about the adequacy of  the 
widespread temperature cycling as the most preferable AT ap-
proach in EOPDs reliability engineering. Temperature cycling 
tests are not only costly, time consuming and require expensive 
and sophisticated equipment to be conducted, but, most impor-
tantly, their results might be misleading, since the temperature 
range in these ATs has to be much broader than what an EOPDs 
might encounter in actual operation conditions, and the EOPDs 
materials behavior is, as is known, very much temperature sensi-
tive, and might be quite different therefore at very high and very 
low testing temperatures, than at moderate temperatures in actual 
operation conditions. Should the temperature cycling tests for 
EOPDs be replaced by, say, low-temperature/random-vibrations 
bias, or by another more physically meaningful and, perhaps, less 
expensive and less labor and time consuming tests [17]?
• Although mechanical pre-stressing of  the accelerated life test 
(ALT) specimens [18, 19] could minimize the above shortcoming, 
such a pre-stressing, acceptable as a research effort, could hardly 
be recommended in actual industrial practice. Could, e.g., the indi-
cated above combination of  low temperature conditions (because 
the thermally induced stresses in an EOPDs fabricated at an el-
evated temperature and subsequently cooled down to a low, room 
or testing, temperature are the highest at low temperature condi-
tions and also because fatigue and brittle cracks propagate more 
rapidly at low temperature conditions) and random vibrations, be 
employed as a suitable combination of  loadings that could be em-
ployed as an appropriate QT technique?
• Could such testing be employed also as a suitable burn-in test 
(BIT) that, in addition, would be able to weed out infant mortality 
failures [20-23]? 
• The experimental bathtub curve (BTC) is the “reliability pass-
port” of  an aerospace EOPDs. It is well known that there are two 
major irreversible random processes that form such a curve for 
mass-produced devices: the statistics-related-failure process that 
results in the decreased failure rate with time (the BTC’s infant 
mortality portion reflects the statistical nature of  such a process) 
and reliability-physics-related-failure process that results in the in-
creased failure rate with time (the wear-out portion of  the bathtub 
curve explicitly reflects the ultimate physics of  this process). The 
decreased and the increased failure rates caused by these two pro-
cesses result in a more or less constant failure rate at the steady-
state portion of  the BTC. If  one sets out to improve the reliability 
and increase the RUL of  the EOPDs, it is clear that he/she should 
focus on the physics-of-failure process, especially at the wear-out 
portion of  the BTC. But how to separate this process from the 
statistical process? It has been shown [24, 25] that the statistical 
process can be predicted theoretically and, assuming that these 
two processes are statistically independent, it has been suggested 
that the ordinates of  the physical process could be determined by 
simply subtracting the statistics-related-failure process ordinates 
from the BTC ordinates. Are there guidelines for doing that? It 

has been shown also that the ordinates of  the above statistical 
process depend on the probability density distribution function 
for the “instantaneous” random failure rate. The examples were 
carried out for the normal and Rayleigh distributions. But is this 
a legitimate approach? And if  it is, how should it be implemented 
into (reduced to) the engineering practice?
• It has been recently predicted [26-34] that there is a possibility 
in many cases to avoid inelastic strains in solder joint interconnec-
tions, which are the most vulnerable structural elements in today’s 
EOPDs technologies. Significant stress relief, even to an extent 
that no inelastic strains could possibly occur, can be achieved by 
considering joints with elevated stand-offs, such as column-grid-
arrays, and/or by employing inhomogeneous bonds, when low 
modulus solders or even epoxies are used at the assembly ends, 
and/or by using low expansion (such as, e.g., ceramic or silicon) 
substrates. Should one try first to design an inelastic-strain-free 
assembly before trying to predict its lifetime assuming, in accord-
ance with the today’s practice, that the peripheral joints always 
experience inelastic deformations and that the length of  the ex-
pected size of  inelastic strain peripheral areas of  the bond could 
be predicted in advance?
• Real time degradation of  electronic materials is a slow process. 
Could physically meaningful and cost-effective methodologies for 
measuring and predicting the degradation (aging) rates and conse-
quences be developed, at least for the most important or the most 
typical devices? Could the appropriately modified BAZ model be 
employed for doing that?
• An attempt has been recently made [35] to show how, provided 
that the physics of  failure is reasonably well understood, the to-
tal cost of  reliability could be minimized by quantifying the best 
compromise between the initial cost of  the product and cost of  
its restoration during operation, if  failure occurs. It has been 
shown particularly that such an optimization is closely connected 
with the optimization of  the operational availability of  the prod-
uct. Is this a promising approach? 
• Could the approach aimed at the evaluation of  the maximum 
acceptable restoration time [36, 37] be helpful, when developing 
an effective cost-optimization model?
• Predictive modeling (PM), and especially analytical (mathemati-
cal) modeling [38-43], has proven to be a highly useful and highly 
cost-effective means for understanding the physics of  failure and 
designing the most practical ATs in EOPDs engineering for a 
variety of  applications. Which models have been and might be 
the most needed and most practical for future applications in 
aerospace engineering? Is numerical, such as, say, FEA, modeling 
(simulation) sufficient? Should physically meaningful and easy-to-
use analytical modeling be employed in addition to or even in-
stead of  numerical modeling?
• It is widely recognized that it is absolutely critical to understand 
the physics of  failure to be able to design and operate a reliable 
device. It goes without saying that such an understanding should 
be based on a physically meaningful failure oriented accelerated 
test (FOAT) model [44-48]. Which model can be used for this 
purpose? Will a FOAT methodology using BAZ model [49-53] 
do the job?

In the analysis that follows some of  the above problems are ad-
dressed. The emphasis is on the opportunities associated with the 
use of  the recently suggested novel, flexible and fruitful PDfR 
concept [10] in electronics reliability, including the aerospace field. 
The concept enables making a viable EOPDs product into a reli-
able product with the predicted probability of  non-failure in the 
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field: when reliability is imperative, ability to quantify it is a must. 
It is shown that the recently suggested BAZ model [49-53], and 
particularly its multi-parametric modification can be successfully 
employed for this purpose. It is shown also how this physics-of-
failure based probabilistic model can be sandwiched between two 
statistical models - Bayes theorem based and beta-distribution 
based, when there is a need to diagnose the detected malfunc-
tion of  the device and update its reliability, if  failures still occur 
despite the predicted low probability of  its occurrence [52]. The 
substance of  the BAZ model is briefly addressed in Appendix A. 

PDfR Concept and Its Applications 

Underlying Physics of  Failure

The PDfR concept is based upon 1) FOAT, aimed at understand-
ing the physics of  the anticipated or the observed failures and 
at quantifying, on the probabilistic basis, the outcome of  FOAT 
conducted for the most vulnerable element(s) of  the product of  
interest for its most likely applications and the most meaningful 
combination of  possible stressors (stimuli); 2) simple, easy-to-use 
and physically meaningful predictive modeling, both analytical 
and computer-aided; and, if  needed, subsequent; 3) sensitivity 
analyses (SA) using the methodologies and algorithms developed 
as by-products at the two previous steps. The PDfR concept pro-
ceeds from the recognition that nothing is perfect and that the 
difference between a highly reliable and an insufficiently reliable 
product is “merely” in the level of  the never-zero probability of  
its failure. If  this probability, predicted at the design stage for the 
anticipated loading conditions and the given time in operation, is 
not acceptable, then SA can be effectively employed to determine 
what could/should be changed to improve the situation. No extra 
FOAT effort will be required. The PDfR analysis enables one also 
to check if  the product of  interest is not over-engineered, i.e., 
is not superfluously robust. If  it is, it might be more costly than 
necessary. The operational reliability cannot be low, but does not 
have to be higher than necessary either, but has to be adequate 
for the given product and application. PDfR concept is central 
to calculate the probability of  failure and/or the remaining useful 
life (RUL) for an electronic material or a product and to use this 
probability (and/or the probabilistic safety factor, defined as the 
ratio of  the mean value of  the safety margin to its standard devia-
tion) as a suitable and physically most meaningful criterion of  the 
product’s performance. Although several advanced PDfR predic-
tive modeling techniques have been recently developed, mostly 
for aerospace applications, the analysis in this paper uses more 
or less elementary analytical probabilistic models. We elaborate 
on the role and attributes of  the recently suggested powerful and 
flexible BAZ model [49-53] and particularly its multi-parametric 
extension. This model can be successfully employed to predict, 
quantify and assure operational reliability, as well as to analyze 
and design electronic products with the predicted, quantified, as-
sured, and, if  appropriate and cost-effective, even maintained and 
specified probability of  the operational (field) failure. It has been 
shown [51] that the BAZ equation can be obtained as the final 
steady-state part of  the Markovian process of  failure events and 
that this part is the most conservative. In other words, one does 
not have to address the transitional Markovian process in practical 
engineering applications. The model can be used in the technical 
diagnostics effort [54]. 
 

The following ten major (governing) principles (“command-
ments”) reflect the rationale behind the PDfR concept: 

1) PDfR concept is an effective means for improving the state-of-
the-art in the field of  the microelectronic reliability engineering by 
quantifying, on the probabilistic basis, the operational reliability 
of  the product; 
2) The probability of  failure of  an electronic product is never 
zero, but could and should be assessed (quantified) and brought 
to an acceptable (adequate) level; 
3) The best electronic product should be considered, designed 
and fabricated as the best compromise between the needs for its 
reliability, cost effectiveness and time-to-market; 
4) Electronic product’s reliability cannot be low, need not be high-
er than necessary, but has to be adequate for the given application, 
considering the projected lifetime, environmental conditions and 
consequences of  failure;
5) Redundancy, trouble-shooting and maintenance are important 
factors to be considered, when adequate reliability level has to be 
maintained, especially if  the “genetic health” of  the product is not 
high, even when the appropriate burn-in procedure is carried out;
6) When reliability for whatever application is imperative, the abil-
ity to quantify it is a must, especially if  one intends to optimize 
and to assure reliability;
7) One cannot design a product with quantified, optimized and 
assured reliability by limiting the effort to the widely used today 
highly accelerated life testing (HALT): a cost-effective and highly-
focused FOAT is always a must;
8) Reliability is conceived at the design stage and should be taken 
care of, first of  all, at this stage. It is at the design stage, when an 
attempt should be made to create a “genetically healthy” product
9) Highly cost-effective and highly focused FOAT geared to a 
limited number of  pre-determined simple, easy-to-use and physi-
cally meaningful predictive reliability models and aimed at under-
standing the physics of  failure that is anticipated and quantified by 
these models is an important constituent part of  the PDfR effort; 
10) PM, not necessarily using the well known FOAT models, is 
another important constituent of  the PDfR approach. PM, in 
combination with well-established FOAT models (Arrhenius, Ey-
ring, etc.), is a powerful means to carry out, if  necessary, SA, with 
an objective to quantify and practically nearly eliminate failures 
(“the principle of  practical confidence”). 

Possible Next QT Generation 

The next generation of  ED QT could be viewed as a “quasi-
FOAT,” “mini-FOAT”, a sort-of  an “initial stage of  FOAT” that 
more or less adequately replicates the initial non-destructive, yet 
full-scale, stage of  FOAT. The duration and conditions of  such a 
“mini-FOAT” QT could and should be established based on the 
observed and recorded results of  the actual FOAT, and should 
be limited to the stage when no failures, or a predetermined and 
acceptable small number of  failures in the actual full-scale FOAT, 
were observed. PHM technologies (“canaries”) could and should 
be concurrently tested to make sure that the safe limit is estab-
lished correctly and is not exceeded. Such an approach to qualify 
devices into products will enable the industry to specify, and the 
manufacturers, including biomedical field, to assure, a predicted 
and adequate probability of  non-failure (safety factor) for a prod-
uct that passed the QT and is expected to be operated in the field 
under the given conditions for the given time. FOAT should be 
thoroughly designed, implemented, and analyzed, so that the QT 

https://scidoc.org/articlepdfs/IJASAR/IJASAR-2470-4415-07-401Appendix.pdf


E. Suhir. Aerospace Electronics Reliability Must be Quantified to be Assured: Application of  the Probabilistic Design for Reliability Concept. Int J Aeronautics Aerospace Res.  
2020;7(4):235-243 238

 OPEN ACCESS                                                                                                                                                                              https://scidoc.org/IJASAR.php

is based on the trustworthy experimental data. Since FOAT can-
not do without simple, easy-to-use and physically meaningful PM, 
the role of  such modeling, both computer-aided and analytical 
(mathematical), in making the suggested new approach to QT 
practical and successful. It is imperative that the reliability physics 
that underlies the mechanisms and modes of  failure is well under-
stood. Such an understanding can be achieved only provided that 
flexible, powerful and effective PDfR efforts are implemented. 

Three-Step Concept (TSC)

When encountering a particular reliability problem at the design, 
fabrication, testing, or an operation stage of  a product’s life, and 
considering the use of  predictive modeling to assess the serious-
ness and the likely consequences of  the a detected failure, one has 
to choose whether a statistical, or a physics-of-failure-based, or a 
suitable combination of  these two major modeling tools should 
be employed to address the problem of  interest and to decide on 
how to proceed. A three-step concept (TSC) [52] is suggested 
as a possible way to go in such a situation. The classical statisti-
cal Bayes formula can be used at the first step in this concept 
as a technical diagnostics tool. Its objective is to identify, on the 
probabilistic basis, the faulty (malfunctioning) device(s) from the 
obtained signals (“symptoms of  faults”). The physics-of-failure-
based BAZ model and particularly its multi-parametric extension 
can be employed at the second step to assess the RUL of  the 
faulty device(s). If  the RUL is still long enough, no action might 
be needed; if  it is not, corrective restoration action becomes nec-
essary. In any event, after the first two steps are carried out, the 
device is put back into operation (testing), provided that the as-
sessed probability of  its continuing failure-free operation is found 
to be satisfactory. If  an operational failure nonetheless occurs, the 
third step should be undertaken to update reliability. Statistical 
beta-distribution, in which the probability of  failure is treated as a 
random variable, is suggested to be used at this step. While various 
statistical methods and approaches, including Bayes formula and 
beta-distribution, are well known and widely used in numerous 
applications for many decades, the BAZ model was introduced 
in the microelectronics reliability area only several years ago. Its 
attributes and use are addressed and discussed therefore in some 
detail. The suggested concept is illustrated by a numerical exam-
ple geared to the use of  the highly popular today prognostics-and-
health-monitoring (PHM) effort in actual operation, such as, e.g., 
en-route flight mission. 

Numerical Examples 

FOAT and BAZ Model

Let, e.g., the following input FOAT based information is ob-
tained: 1) After t1 = 35h of  testing at the temperature T1 = 60° C 
= 333° K, the voltage V=600V and the relative humidity H=0.85, 
10% of  the tested modules exceeded the allowable (critical) level 
of  the leakage current of  I* = 3.5μA and, hence, failed, so that the 
probability of  non-failure is P1 = 0.9; 2) After t2 = 70h of  testing 
at the temperature T2 = 85° C = 358° K at the same voltage and 
the same relative humidity, 20% of  the tested samples reached 
or exceeded the critical level of  the leakage current and, hence, 
failed, so that the probability of  non-failure is P2 = 0.8. Then the 
equation (A-4) results in the following equation for the leakage 
current sensitivity factor γI:

0.10536 0.22314( ) ln 1.075075ln 0.I
I I

f γ
γ γ

   
= − =   

   

This equation has the solution 1 14893.2 ( )I h Aγ µ− −=  Thus, 
1

* 17126.2I I hγ −= . A more accurate solution can be always ob-
tained by using Newton iterative method for solving transcen-
dental equations. This concludes the first step of  testing. At the 
second step, tests at two relative humidity levels H1 and H2, were 
conducted for the same temperature and voltage levels. This leads 
to the relationship: 

4 41 2

1 2 1 2

ln lnln 0.5800 10 ln 0.5800 10 .H
P PkT x x

H H t t
γ − −    

= − − −    −     

Let, e.g., after t1 = 40h of  testing at the relative humidity of  H1 
= 0.5 at the given voltage (say, V=600V) and temperature (say, T2 
= 85° C = 358° K), 5% of  the tested modules failed, so that P1 = 
0.95, and after t2 = 55h, of  testing at the same temperature and 
at the relative humidity of  H2 = 0.85, 10% of  the tested modules 
failed, so that P2 = 0.9. Then the above equation for the γH value, 
with the Boltzmann constant 58.61733 10 / ,k x eV K−=  yields: 

0.03292H eVγ = . At the third step, FOAT at two different volt-
age levels V1 = 600V adn V2 = 1000V At the third step, FOAT 
at two different voltage levels, 0 085 358T C K= =  and h = 0.85, 
and it has been determined that 10% of  the tested devices failed 
after t1 = 40h of  testing (P1 = 0.9) and 20% of  devices failed after 
t2 = 80h of  testing (P2 = 0.8). The v factor 

4 4 62 1

2 1

ln ln0.02870 ln 0.5800 10 ln 0.5800 10 4.1107 10 /
400V

P Px x x eV V
t t

γ − − −    
= − − − =    

    

After the sensitivity factors of  the leakage current, the humidity 
and the voltage are found, the stress free activation energy U0 can 
be determined on the basis of  the last equation in Appendix A 
for the given temperature and for any combination of  loadings 
(stimuli):

61
0 1 1 1

* 1

5

lnüüüüüüüüüüü

ln 0.98.61733 10 358ln 0.01646 0.00247 0.47984 0.4988
3.5 35 4893.2

H V
I

PU H V kT x x x
I t

x x eV
x x

γ γ
γ

−

−

 
= + − − = + − 

 
 − − = + + = 
 

The third term in this result (the last term in the last equation in 
Appendix A) plays the dominant role, so that, in approximate 
evaluations, only this term could be considered. Calculations indi-
cate that the loading free activation energy in the above numerical 
example (even with the rather tentative, but still realistic, input 
data) is about 0 0.5 .U eV=  This result is consistent with the ex-
isting experimental data. Indeed, for semiconductor device failure 
mechanisms the activation energy ranges from 0.3eV to 0.6eV, 
for metallization defects and electro-migration in Al it is about 
0.5eV, for charge loss it is on the order of  0.6eV, for Si junction 
defects it is 0.8eV. The distribution (A-4) yields:

6

5

0.4988 0.03292 4.1107 10exp 17241 exp
8.61733 10

H x VP t
x T

−

−

  − −
= − −  

    
If, e.g., t = 10h, H = 0.20, V = 220, and T = 70°C = 343° K, then 
this formula yields:

0.4990 0.0066 0.0009exp 172410exp 0.9897
0.02956

P  − − = − − =    
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TSC: BAZ Model Sandwiched Between Bayes Formula and 
Beta-Distribution

The objective of  the numerical example below is to illustrate how 
the suggested TSC can be used to assess and to maintain high 
probability of  non-failure in actual MED operation conditions.

Step 1. Application of  Bayes formula as suitable technical 
diagnostic tool

The application of  the Bayes formula enables one to assess the 
reliability of  a particular malfunctioning device from the available 
general information for similar devices. It has been established, 
e.g., from experience with the given type of  devices subjected in 
actual operation conditions to elevated temperature and vibra-
tions that 90% of  the devices do not typically fail during opera-
tion. It has been established also that the diagnostic symptom - 
an increase in temperature by 20ºC above the normal (specified) 
level - is encountered in 5% of  the devices. The PHM technical 
diagnostics instrumentation has detected in a particular device the 
following two deviations (“symptoms of  failure”) from normal 
operation conditions: 1) increase in temperature by 20ºC at the 
heat sink location (symptom S1) and 2) increase in the vibration 
power spectrum by (symptom S2). These symptoms might be due 
to the malfunction of  the heat sink (state D1) and/or of  the vi-
bration protection equipment (state D2). From the previous ex-
perience with similar device at similar operation conditions it has 
been established that the symptom S1 (increase in temperature) is 
not observed at normal operation condition (state D3), and the 
symptom S2 (increase in the power of  the vibration spectrum) is 
observed in of  the cases (devices). It has been established also, 
based on the accumulated experience with this type of  devices, 
that of  them do not fail during the specified time of  operation, 
of  the devices experience the malfunction of  the heat sink (state 
D1), and 15% of  the devices are characterized by the state D2 (mal-
function of  the vibration protection equipment). Finally, it has 
been established that the symptom (increase in temperature) is en-
countered in the state D1(because of  the malfunction of  the heat 
sink) in of  the devices, and in the state D2 (because of  the mal-
function of  the vibration protection system) - in of  the devices; 
and that the symptom S2 (increase in the power of  the vibration 
spectrum) is encountered in the state D1 (malfunction of  the heat 
sink) in of  the devices and in state (malfunction of  the vibration 
protection system) - in of  the devices. The above information can 
be summarized in the form of  the diagnostics matrix shown in 
Table 2. Thus, this matrix indicates that 1) the symptom (increase 
in temperature) is encountered in 20% of  the cases because of  the 
malfunctioning heat sink (state D1), in 40% of  the cases because 
of  the malfunctioning vibration protection system (state D2), and 
is never observed in normal operation conditions (state D3); 2) 
the symptom S2 (increase in the power of  the vibration spectrum) 
is encountered in 30% of  the cases because of  the malfunction-
ing heat sink (state D1), in 50% of  the cases because of  the mal-
functioning vibration protection system (state D2), and in 5% of  
the cases in normal operation conditions (state D3); and 3) the 
symptom S3 (both heat transfer and vibration protection hardware 
work normally) is encountered in 5% of  the cases because of  the 
malfunctioning heat sink (state D1), in 15% of  the cases because 
of  the malfunctioning vibration protection system (state D2), and 
in 80% of  the cases in normal operation conditions (state D3).

Table 2. Diagnostics matrix.

Di P (S1/Di) P (S2/Di) P (S3/Di)
D1 0.2 0.3 0.05
D2 0.4 0.5 0.15
D3 0 0.05 0.8

Let us determine first that the probability that the device, in which 
the 20ºC increase in temperature has been detected, is still sound. 
This can be done using the information that 90% of  the devices 
of  the type of  interest do not typically fail during the designated 
time of  operation and that the symptom S1, which is an increase 
in temperature by 20ºC above the normal level, is encountered in 
5% of  these devices. The first message tells that the probabilities 
of  the sound condition D1 and the faulty condition D2 in the gen-
eral population of  the devices under operation are P (D1) = 0.9 
and P (D2) = 0.1, respectively. The second message tells that the 
conditional probabilities reflecting the actual situation with the 
given device are P (S/D1) = 0.05 and P (S/D2) = 0.95: only 5% 
of  the devices function adequately, and 95% of  them do not. The 
question asked is as follows: with this new information about a 
particular device, how did the expected probability P (D1) = 0.9 
that the device of  interest is still sound has changed? In other 
words, how could one use the accumulated experience about the 
operational performance of  the large population of  this type of  
devices, considering the results of  the actual field information for 
a particular device?

The Bayes formula yields:

1 1
1

1 1 2 2

( ) ( / ) 0.9 0.05( / ) 0.32.
( ) ( / ) ( ) ( / ) 0.9 0.05 0.10 0.95

P D P S D xP D S
P D P S D P D P S D x x

= = =
+ +

Thus, the probability that the device is still sound has decreased 
dramatically, from for the typical (expected) situation to as low as 
because of  the detected 20ºC increase in the observed tempera-
ture and because such an increase is viewed as a failure of  the 
device. The Bayes formula indicates, particularly, that the factor χ 
defined by the formula (A-5) accounts for the change, based on 
the updated reliability information, in the initial probability that 
the device is still sound and, hence, its use could be continued 
with a high level of  confidence. The decrease in the probability 
of  non-failure would be much different, if  only a slight decrease 
in the probability of  non-failure for the given device, based on 
the obtained symptom, is detected. Indeed, with P(S/D1) = 0.85 
(instead of  0.05) and P(S/D2) = 0.15 (instead of  0.95), the factor
χ would be as high as χ = 0.9808, and the updated probability 
of  non-failure would be also high: P(D1/S) = 0.8827 Let us ad-
dress now, using the information provided by the Table 1, the 
performance of  a device because of  the possible malfunction of  
the heat sink and/or the vibration protection system. The prob-
abilities of  the device states, when both symptoms, S1 (faulty heat 
sink) and S2 (inadequate vibration protection), have been detect-
ed, can be found using Bayes formula as follows:

1 1 2
0.05 0.20 0.30( / ) 0.09.

0.05 0.20 030 0.15 0.40 0.50 0.80 0.00 0.05
x xP D S S

x x x x x x
= =

+ +

This is the probability that the device, for which both symptoms, 
malfunctioning heat sink and malfunctioning vibration protection 
system, have been detected, is in the state D1, i.e., failed because of  



E. Suhir. Aerospace Electronics Reliability Must be Quantified to be Assured: Application of  the Probabilistic Design for Reliability Concept. Int J Aeronautics Aerospace Res.  
2020;7(4):235-243 240

 OPEN ACCESS                                                                                                                                                                              https://scidoc.org/IJASAR.php

the malfunctioning heat sink. Similarly, one could find the prob-
ability P (D2/S1S2) = 0.91 that the device is in the state D2, i. e., 
failed because of  the malfunctioning vibration protection system. 
Since the device has failed, it cannot be in the non-failure state 
D3, and therefore the probability that the device is still sound, de-
spite the detected malfunctions of  the heat sink and the vibration 
protection system, is zero: P(D3/S1S2) = 0. Let us determine the 
probability of  the device’s state if  the PHM measurements have 
indicated that there was no increase in temperature (the symptom 
S1 did not take place), but the symptom S2 (increase in the power 
spectrum of  the induced vibrations) was detected. The absence 
of  the symptom S1 means that the symptom 1S  of  the opposite 
event took place, so that 1 1( / ) 1 ( / )i iP S D P S D= − . Changing the prob-
ability P(S1/Di) Changing the probability P (S1/Di) in the above 
diagnostics matrix for 1( / )iP S D  we find the following probability 
of  the state D1 of  the device (the device failed because of  the 
malfunctioned heat sink):

1 1 2
0.05 0.80 0.30( / ) 0.12.

0.05 0.80 030 0.15 0.60 0.50 0.80 1.00 0.05
x xP D S S

x x x x x x
= =

+ +

Similarly, we obtain: 2 1 2( / ) 0.46;P D S S =  3 1 2( / ) 0.41.P D S S =  Deter-
mine now the probabilities of  the device states when none of  the 
symptoms took place. We find:

1 1 2
0.05 0.80 0.70( / ) 0.03.

0.05 0.80 0.70 0.15 0.60 0.50 0.80 1.00 0.15
x xP D S S

x x x x x x
= =

+ +

Similarly, we have: 2 1 2 3 1 2( / ) 0.05; ( / ) 0.92.P D S S P D S S= =  Thus, when 
both symptoms, S1 and S2 are are observed, the state D1 (failure 
occurred because the heat sink is malfunctioning) has the prob-
ability of  occurrence of  0.91. When none of  these symptoms are 
observed, the normal state, D3, is characterized by the probability 
and, hence, is somewhat more likely to occur than the state, when 
both symptoms, S1 and S2, are observed. When the symptom S1 
(elevated temperature) is not observed, while the symptom S2 
(elevated vibrations) is, the probabilities of  the states S2 (vibra-
tion protection system is not working properly) and S3 (both heat 
transfer and vibration protection hardware work normally) are 
0.46 and 0.41 respectively. One could either accept this informa-
tion and act accordingly, i.e., go ahead with a conclusion that it 
is the elevated temperature and not the elevated vibration that 
should be taken care of, or, since these probabilities are close, one 
might decide on seeking additional information. Such an informa-
tion could be based on generated additional observations and/
or should use other sources to obtain more accurate and more 
convincing diagnostics information (e.g., modeling or additional 
measurements). Thus, the first step of  the TSC enables one to 
identify, on the probabilistic basis, the malfunctioning device(s) 
and the most likely cause(s) that have resulted in the device failure. 
The objective of  the next step is to assess, using BAZ equation, 
the RUL of  the detected the malfunctioning device(s).

Strep 2: Application of  BAZ Equation to Predict the RUL 
and the Corresponding Probability

Assume that FOAT has been conducted at the design stage with 
an objective of  determining the process parameters anticipated 
by the BAZ model, and that the first stage tests have been carried 
out at two temperature levels T1 and T2, with the temperature ratio 
of  T1/T2 = 0.95 and the recorded time-to-failure ratio t1/t2 = 1.5, 
until, say, half  of  the population of  the devices failed: Q1 = Q2 = 

0.5. Then the equation (A-5) results in the following equation for 
the sought dimensionless time τ1 = τ0/t1:

1
1

1

ln(1.0397 )( ) 0.95 0.
ln(0.6931 )

f ττ
τ

= − =
 

This equation has the following solution: 40
1

1

4.3350 10x
t
ττ −= =

obtained by the trial-and-error (interpolation) technique. If  New-
ton’s formula is used, by putting, e.g., 4

0 10τ −=  as the initial 
(zero) approximation and using the well-known Newton’s recur-
rent formula to compute higher approximations, we obtain:

4 4 4 4
1 2 3 42.73194 10 ; 4.06515 10 ; 4.32841 10 ; 4.33475 10 .x x x xτ τ τ τ− − − −= = = =

The latter result agrees well with the result obtained using trial-
and-error technique. Let the FOAT has been conducted at the 
temperature of  T = 450° K at two stress levels with the stress ratio 

of, say, 2

1

1.2σ
σ

= . Testing is run until half  of  the population failed 

Q1= Q2 = 0.5, and the recorded time ratio, when failures occurred, 
has been t1/t2 = 1.5. In this example it is assumed that the time 
constant τ0 in the BAZ equation is known from the previous 
FOAT. With this constant known, we calculate the τ0/t1 ratio for 
the new time t1. Let this ratio be, say, 40

1

4.0 10x
t
τ −=  Then the loading 

σ1 related energy is as follows: 

( ) ( )
21

4 4 19
1

6.21315 10 ln 4.0 10 0.6931 ln 4 10 1.5 0.6931 0.125962 10 0.07862
0.2

x x x x x x x J eVγσ
−

− − − = − = = −

and the temperature T related energy kt is

-23 0 0 211.3807 x 10 J/ Kx450 6.21315 10kT K x J−= =

The ratio of  the loading related energy to the temperature-related 
energy is therefore

19
1

21

0.125962 10 2.02734.
6.21315 10

x
kT x
γσ −

−= =

This ratio will be larger for larger loadings and lower tempera-
tures. The ratio of  the stress-free activation energy to the thermal 
energy can be determined as

( )40 01

1

ln ln(1 ) 2.02734 ln 4 10 ln 0.5 10.2179U Q x
kT kT t

τγσ − 
= − − − = − − = 

 

Hence, the stress-free activation energy is 

21 190
0 10.2179 6.21315 10 0.634853 10 0.3962UU kT x x J x J eV

kT
− −= = = =

The effective activation energy, when the stress, σ1, is applied, is

0 1 0.3962 0.0786 0.3176U U eVγσ= − = − =

When the stress, σ2, is applied, 

2
0 2 0 1

1

0.3962 0.07862 1.2 0.3019U U U x eVσγσ γσ
σ

= − = − = − =

Let us assume that the FOAT-based and BAZ-based calculations 
carried out at the operation temperature of  T = 90ºC = 363ºK 
have indicated that the time factor is τ0 = 10-4 sec; the ratio of  the 
stress-free activation energy to the temperature-related energy is 
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0 30.0;U
kT

=  and the ratio of  the stress-related energy to the thermal 
energy is 1.0.

kT
γσ

=  Then the BAZ formula (A-1) results in the fol-
lowing projected lifetime: 

40
0 exp 10 exp(30.0 1.0) 12.4662U

kT
γστ τ −− = = − = 

 
 years

This time decreases to

( )4 60
0 exp 10 exp 30.0 1.2 0.8162 10 sec 10.2064U x

kT
γστ τ −− = = − = = 

 
 years 

for the 20% increase in the power of  the vibration spectrum and 
is only

40
0

29.0exp 10 exp 36.2
1.2

U
kT
γστ τ −−   = = =  

  
 days

in the case of  the 20ºC increase in temperature. Thus, the increase 
in temperature should be in this example of  a greater concern 
than the increase in the vibration response (in the output vibra-
tion spectrum). Also, based on the Bayes formula prediction, the 
malfunction of  the device due to the increased temperature is 
more likely than because of  the faulty vibration protection sys-
tem.

Thus, the output of  this TSC stage is the assessed, on the proba-
bilistic basis, the RUL of  the device(s). As has been indicated in 
the abstract, if  the assessed RUL time is still long enough, no 
action might be needed, if  not -corrective restoration action be-
comes necessary. In any event, after the first two TSC steps have 
been carried out, the devices are put back into operation, pro-
vided that the assessed probability of  their continuing failure-free 
operation is found to be satisfactory. If  failure nonetheless oc-
curs, the third step should be undertaken to update the predicted 
reliability. Statistical beta-distribution, in which the probability of  
failure is treated as a random variable, is suggested to be used at 
the third step.

Step 3. Application of  Beta-distribution (BD) to Update Re-
liability Information

Let the performance of  five “suspicious” (malfunctioning) de-
vices is monitored, and one of  them failed. Let us determine the 
beta-distribution characteristics for four successes and one failure
( 4, 1)α β= =



 We have: 1 5, 1 2,α α β β= + = = + =


 and the character-
istics of  the beta-distribution are:

2
2

1

2

5 100.7143, 0.02551,
7 ( ) ( 1) 49 8

1 14
1 43 3 0.7368, 0.8,2 19 2 5

3 3
2( ) 1

:  : 

: :

:

:

6 8 0.5963,
( 2) 9 10

6( )

p pp s D
x

Me Mo

mean variance

median mode

skewness

kurtosis

α αβ
α β α β α β

α α
α βα β

β α α β
γ

α β αβ

β αγ

= = = = = = =
+ + + +

− −
≈ = = = = =

+ −+ −

− + + −
= = = −

+ +

−
=

 

2 ( 1) ( 2) 6 9 8 90 0.3800
( 2)( 3) 10 9 10

.x x
x x

α β αβ α β
αβ α β α β

+ + − + + −
= =

+ + + +

With α β  (there are more successes than failures), the distri-
bution skews to the higher probabilities of  non-failure, and the 
mode (the maximum value, of  the probability density function) is 
higher than the mean value and the median. Let no failures have 
been observed after the first two TSC steps have been carried out. 
Let us determine the expected number of  successes (non-failures) 
as a function of  the probability of  non-failure. Assuming zero 

failures ( 0, 1)β β= =  we have: 2 1
1

p
p

α −
=

−
 

 

 If  the mean value of  

the probability of  non-failure is 0.7143,p =   then 1.5002.α =
Since α  value has to be expressed by an integer, one should as-
sume either 1α =  ( 2)α = , or 2α =  ( 3)α = . Then we obtain the 
following characteristics of  the distribution: 

2
12

2

2

1 5
2 1 13 30.6667, 0.7143, 1,2 73 2 1

3 3
2( ) 12 2 20.05556, 0.5657,

( ) ( 1) 9 4 ( 2) 5 2

6( ) ( 1) ( 2) 24 10 0.2333,
( 2)( 3) 2 5 6

p

p Me Mo

xs
x

x x

αα α
α β α βα β

β α α βαβ γ
α β α β α β αβ

β α α β αβ α βγ
αβ α β α β

− −
= = = ≈ = = = = =

+ + −+ −

− + + −
= = = = = = −

+ + + + +

− + + − + + −
= = =

+ + + +

 

in the case of  α = 2, β = 1 and

2
12

2

2

1 8
3 1 23 30.7500, 0.8000, 1,2 104 2 2

3 3
2( ) 13 4 50.03750, 0.8607,

( ) ( 1) 16 5 ( 2) 6 3

6( ) ( 1) ( 2) 24 5 18 0.80
( 2)( 3) 3 6 7

p p

p Me Mo

xs D
x

x
x x

αα α
α β α βα β

β α α βαβ γ
α β α β α β αβ

β α α β αβ α βγ
αβ α β α β

− −
= = = ≈ = = = = =

+ + −+ −

− + + −
= = = = = = = −

+ + + + +

− + + − + + −
= = =

+ + + +

 

95

when 3, 1.α β= =  In both cases, it is a triangular distribution: the 
mode remains the same, and is at p=1. The mean and the me-
dian increase in the case 3, 1α β= =  in comparison with the case 

2, 1α β= =  because of  a larger number of  successes. The variance 
reduces, because of  the improved information, and the skewness 
(shift in the direction of  higher probabilities of  non-failure) and 
the kurtosis (“peakedness”) of  the distribution increase. Assume 
now that the predicted (anticipated) probability of  non-failure is 
as high as 0.95.p =   Despite such a high probability of  non-
failure, the product exhibited nonetheless a field failure. Let us 
determine, based on this additional information, the revised (up-
dated) estimate of  the actual operational probability of  non-fail-
ure. Assuming that the anticipated (projected) number of  failures 
was zero ( 0, 1)β β= =



 prior to putting the device(s) into opera-
tion, and using the formula for the numberα  of  anticipated non-
failures from the previous example, we obtain, with 0.95,p = 

that 2 1 0.90 18.
1 0.05

p
p

α −
= = =

−
 

 

 For the new posterior failure, with

18( 19)α α= =  and 1β =


 ( 2) , the characteristics of  the prob-
ability of  non-failure are

2
12

2

2

1 56
19 1 183 30.9045, 0.9180, 0.9474,2 6121 2 19

3 3
2( ) 138 34 220.003917, 1.1248,

( ) ( 1) 441 22 ( 2) 23 38

6( ) ( 1) ( 2)
( 2)(

p p
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xs D
x

and

αα α
α β α βα β

β α α βαβ γ
α β α β α β αβ

β α α β αβ α βγ
αβ α β α β

− −
= = = ≈ = = = = =

+ + −+ −

− + + −
= = = = = = = −

+ + + + +

− + + − + +
=

+ + +

 

38148 874 1.7770.
3) 38 23 24x x

−
= =

+  
Thus, because of  the occurrence of  the unexpected failure, the 
actual probability of  non-failure of  the product is only 90.45%, 
and not 95%. Note that this result, obtained assuming a 95% non-
failure level, indicates that after the first failure has occurred, as 
many as nineteen additional continuous non-failures (successes), 
i.e., 18+19=37 successes and 1 failure, would have to be recorded 
(observed) in order to return the device’s dependability (probabil-
ity of  non-failure) to its original specified estimate of  95%. We 
addressed above a situation where one failure has occurred. Let us 
examine a situation with two failures. In this case one should put

18α =  ( 19)α =  and 2β =  ( 3)β =  and the characteristics of  the BD 
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for the probability of  non-failure become as follows:

2
12

2

2

1 56
19 1 183 30.8636, 0.8750, 0.9000,2 6422 2 20

3 3
2( ) 157 32 230.005120, 0.8470,

( ) ( 1) 484 23 ( 2) 24 57

6( ) ( 1) ( 2)
( 2)( 3)

p p
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αα α
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β α α βαβ γ
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+ + −+ −

− + + −
= = = = = = = −

+ + + + +

− + + − + +
=

+ + + +

 

35328 1368 0.9930
57 24 25x x

−
= =

Thus, the operational probability of  non-failure reduced by about 
9.12%, compared to the projected probability of  95%, and by an 
additional 4.52% with respect to the situation with a single failure. 
The mean, the median and the mode have also reduced, and be-
cause of  the higher number of  failures, the variance has increased, 
and the skewness and the kurtosis have decreased.

Acronyms

ALT=Accelerated Life Testing
AT=Accelerated testing
BAZ=Boltzmann-Arrhenius-Zhurkov (model)
BD=Beta Distribution 
DfR=Design for Reliability
FEA=Finite Element Analysis
FOAT=Failure Oriented Accelerated Testing
HALT=Highly Accelerated Life Testing
QT=Qualification Testing
MED=Medical Electronic Device
MTTF=Mean Time to Failure
PDfR=Probabilistic Design for Reliability
PHM=Prognostics and Health Management
PM=Predictive Modeling
PPM=Probabilistic Predictive Modeling
RUL=Remaining Useful Lifetime
SA=Sensitivity Analysis
SoF=Symptoms of  Faults
TSC=Three-Step Concept

Conclusion

The application of  the PDfR concept, FOAT and the multi-par-
ametric BAZ model enables improving dramatically the state of  
the art in the field of  the aerospace EOPDs reliability prediction 
and assurance.
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